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Romance Scams on the Rise

Government agencies across North
America are seeing an increase in
investment-focused romance scams.
'In March 2023, the Federal Bureau of
Investigation(FBI)releasedareportthat
saiditsinternetCrimeComplaintCenter
(IC3)identifiedmorethan19,000victims
ofconfidenceorromancescamsresulting
inlossesgreater$735million.Inasimilar
report, the Federal Trade Commission
(FTC) showed that romance scammers
cost nearly 70,000 consumers $1.3
billion in 2022.

Investmentstiedtocryptocurrenciesand
digitalassetstoppedtheNorthAmerican
SecuritiesAdministratorsAssociation’s
(NASAA) 2023 list of investor threats.

Some of these threats may be tied to

romance scams. Finally, the Canadian
SecuritiesAdministrators(CSA)hasalso
warnedoffraudstersusingsocialmedia,
messagingapps,andonlinedatingsites
to lure people into investment scams.

Romance Scams Are Real; Know
the Warning Signs

Romance scammers set online traps

1Sometimes these scams are referred
to as “financial grooming,” or “pig
butchering”

and use technology and social media
platforms to profile targets. They also
spend time getting to know people
beforeaskingformoneyorintroducing
aninvestmentopportunity.Herearesome
common tactics and warning signs to
look out for:

«  Reluctance to meet in-person or
by video: Most scammers avoid
meetingface-to-facebecauseoften
timestheyaren'twhotheysaythere
are. They pretend to be anyone
they think you would be attracted
to. They will make excuses not to
meet,likebeingtoobusywithwork,
ornotbeing able to getaway from
family or community obligations.
“In-person”may includerefusinga
videochatwiththevictimwhilethey
groomthemforthescam.Scammers
may use video filters or Artificial
Intelligence (Al) technology to
disguisetheiridentities,sometimes
referred to as “deep fakes.”

+  Wanting a long-distance
relationship:Onceyouenterintoa
“relationship"withanonlineromance
scammer,theymighttellyouthatthey
live far away, travel a lot for work,
orhaveajoboutsidethecountryor

Dating apps and social media platforms

may be good ways to meet new people but
be cautious if someone turns a burgeoning
online romance info an opportunity to solicit
an investment or ask to borrow money:.
Scammers are increasingly posing as potential
romantic pariners fo lure people info fraudulent
investment schemes. This alert discusses some
common factics fraudsters use in investment-
related romance scams and points out things
you can do fo profect yourself from these schemes.

area you live. They won't offer to
visityouand maydiscourageyou
from trying to visit them.

Discussing wealth or business
success:Inordertointerestyouin
investing,romancescammersmay
brag about how successful they
are.Theymayflaunttheirsupposed
wealth, using photos of luxury
items, real estate, expensivecars,
etc. They may offer to help you
makemoneyorbecomewealthy,
oftenofferingaccesstosupposed
insideinformationortradingsecrets
fortrendyorcomplexinvestments,
like cryptocurrencies or non-
fungible tokens (NFTs).

Pressuringyoutogivethemmoney:
At some point, the romance
scammer will likely ask you point
blanktoprovidethemwithasum
of money. They will likely try to
showyouthatyourinvestmenthas
grown quickly and substantially
in order to hook you into giving
larger and larger amounts. If
you show reluctance, they may
put pressure on you by saying
manipulativethings,suchasthat
theyareconsideringbreakingoff
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therelationshiportheyareoffended
that you can't trust them.

« Introducinganapporwebsite:When
you show a willingness to invest, a
romance scammer may steeryouto
an investing app that they say they
are using or a website that offers
investments. The website or app
may be controlled by the scammer
or a criminal organization they are
associated with. The scammer may
also offertoteachyouhowtoinvest
or trade, and then ask for remote
access to your computer or request
your online banking information.

How to Protect Yourself from
Romance Scams

When we're smitten with someone, we
tend to lead with our heart instead of
ourhead.Aromance scammerdepends
onthis,encouragingyounottolooktoo
deeplyintotheirbackgroundorthetype
of scheme they are promoting. Protect
yourself by following these steps:

«  Keep your guard up. If a new
romanticinterestsuddenlystartsasking
formoneyorencouragesyoutostart
investing, be cautious. A potential
partner should be focused on your
developing relationship, not your
money or investing interests.

« Do your research. Online searches
may provide a betterideaaboutthe
personyouaredealingwithandwhat
theydo.Mostpeoplehaveanonline
presencethesedays,whichincludes
personalandprofessionalinformation.
Fake online profiles tend to lack
information about an individual,
and the images used in an activity
feed may feelimpersonal or staged.
Scammers often use stolen images
fromreal people orstockimages, so
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it'sgoodtodoonlineimagesearches
to check the origin and use of the
image.

Checkregistration.Firmsthatprovide
investmentadvisoryservicesintheU.S.
aretypically registered with the U.S.
SecuritiesandExchangeCommission
(SEC) orone or more state securities
regulators. In Canada, firms and

individualsmustberegisteredwiththe
securitiesregulatorsintheprovincesin
whichtheyoperate.Checkthe SEC’s
InvestmentAdviserPublicDisclosure
database or FINRA's BrokerCheckto

SEEKING A ROMANTIC
PARTNER IS A COMPLEX
AND EMOTIONAL
EXPERIENCE AT THE BEST
OF TIMES — SO IT'S A
GOOD IDEA NOT TO
MIX BUSINESS WITH
ROMANCE.

verifyregisteredindividualsorfirms.
In Canada, use the CSA’s National
RegistrationSearch.Tofindyourstate
orprovincialsecuritiesregulator, visit
the NASAA website.

Suggest meeting in-person. To
determine if a person is who they
say they are, you can try and meet
in-person in a public place. Make
sure to meet in a safe, busy, and
public place.Bring afriend or family
member. This person doesn't need
to stick around if things go well,
but it will give you a witness and
an easy excuse to leave if you feel
uncomfortable.

+  Research websites and apps:
Scammers create a custom online
platformanddirectyoutoitinorder
to take your money and hide from
authorities.Buildingacustomappor
website that can accept money or
cryptoassetsissurprisingly easy.Ifa
personencouragesyoutoinvestand
recommends an investing website
or app, make sure it is registered to
dobusinessinyourstateorprovince
beforeinvesting.Whendealingwith
registered investing platforms, do
business directly with the platform,
don’t allow someone to act as an
intermediaryoraccessyourcomputer.

«  Lookforredflags: Scammers might
attempt to make the investment
look safe by convincing you that
they are investing and taking risks
too. Alternatively, they may say the
investmentislowriskornorisk,while
offeringguaranteesthatyourmoney
will be safe. This is a red flag of
investment fraud. Review NASAA's
Warning Signs of Fraud to better
understandcommontacticsfraudsters
use to scam people.

The Bottom Line

Be careful when you meet new people
online, especially when you are looking
forromance.Seekingaromanticpartner
isa complex and emotional experience
at the best of times - so it's a good idea
nottomixbusinesswithromance.Don't
get swept away — make sure you are

in arelationship with a real person who
caresaboutyoubeforeevenconsidering
sharingfinancialinformation,makingan
investment, orloaning a person money.
Also, reach out to your local state or
provincial securities regulator before
making any investment or if you ever
suspect fraud may be involved.
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