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Consumer Alert: March 13, 2024 
Change Healthcare Cyberattack: Consumer Impact and Fraud Warning 
 
MONTPELIER, Vt. – On February 21, 2024, Change Healthcare (Change), a subsidiary 
of United Health Group (UHG) experienced a widespread cyberattack which impacted 
healthcare providers, insurers and policyholders across the country. Change provides 
clearinghouse and administrative services for healthcare payers in Vermont, including 
Vermont Medicaid, MVP Health Care, Blue Cross Blue Shield of Vermont and Cigna. 
Significant operational disruptions to consumers and healthcare providers across the 
state have occurred, which include: 
• Impacts to billing and care-authorization portals. 
• Delays for filling prescriptions. 
• Provider and insurer issues with processing claims, billing patients and checking 

insurance coverage for care.  
• Ability for providers to pay workers, buy medicine and supplies. 
At this time, Change has not confirmed whether Personally Identifiable Information (PII) 
has been accessed. If the Department of Financial Regulation is notified that PII was 
accessed in this cyberattack, it will ensure that affected consumers are notified in 
accordance with Vermont law.   
If consumers believe they are improperly required to pay for covered services or 
medications, please contact their health plan using the phone number on the back of 
the member identification card or on the health plan’s website. 
The Department is also urging consumers to be on the lookout for scams that seek to 
capitalize on the uncertainty caused by the Change cyberattack. The Department has 
already received reports of scammers contacting consumers purporting to be 
representatives of Vermont hospitals, telling them that they are entitled to a refund 
because of the cyberattack if they provide a credit card number. Consumers who 
receive unsolicited phone calls purporting to be from either their health insurer or a 
healthcare provider relating to the Change cyberattack should hang up. Neither health 
insurers nor healthcare providers will ask for a credit card number over the phone to 
initiate a refund of payment. 
UHG has provided state and federal regulators the following planned timelines for 
service restoration:  

• PHARMACY SERVICES: As of 3/12/24, electronic prescribing is fully functional with 
claim submission and payment transmission. Pharmacies may, however, 
continue to experience technical issues and delays.   

• PAYMENTS PLATFORM: Electronic payment functionality will be available for 
connection beginning 3/15/24.  
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• MEDICAL CLAIMS: UHG will begin testing and reestablish connectivity to its claims 
network and software on 3/18/24, restoring service through that week.  

If you see or hear a communication relating to the Change cyberattack that you think is 
deceptive, misleading or a scam, report it to the Department by email at 
dfr.insuranceinfo@vermont.gov or by phone at 800-964-1784.  
Additional payer-specific information and resources are linked below: 

• Vermont Medicaid 
• Blue Cross Blue Shield of Vermont 
• MVP Health Care 

# # # 
 

Connect with the Vermont Department of Financial Regulation on Facebook, LinkedIn and X 
(formerly Twitter). 

https://dvha.vermont.gov/providers/pharmacy
https://dvha.vermont.gov/providers/pharmacy
https://www.bluecrossvt.org/blue-cross-vt-response-change-healthcare-cybersecurity-incident
https://www.mvphealthcare.com/-/media/project/mvp/healthcare/documents/fastfax/2024/2024-16-change-healthcare-update.pdf
https://www.facebook.com/VermontDFR/
http://www.linkedin.com/company/vermont-department-of-financial-regulation/
https://twitter.com/VERMONTDFR

